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Preface

The following conventions have been used in this document:

[HELVETICA FONT] Used to indicate keys to be pressed. For example, press
[RETURN].

Courier Font Used to indicate entries to be typed at the keyboard, operating
system commands, titles of windows and dialog boxes, and
screen text. For example, execute the following command:

tar xvf /dev/rm/3mm

"Quotation Marks" Used to indicate prompts and messages that appear on the
screen.

Italics Used for emphasis.
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1. Introduction

1.1 Oveview

This document provides general information about the Defense Information Infrastructure (DII)

Common Operating Environment (COE) and the security administration capabilities of the DI

COE kernel. Reference the DII COE Integration and Runtime Specification for more information
about the DIl COE. Refer to the DIl COE Kernd Installation Guide (HP-UX 10.20) and the DI
COE Kernd Installation Guide (Solaris 2.5.1) for more information about installing the DI COE

kernel and segments.

This guide is divided into the following sections:

Provides information about profile selection, locking, auditing, and criteria.

Section Page
Introduction 3
Provides a high-level overview of the DIl COE Security Manager’ s Guide and lists additional
sources of information.
Security Administration Login and Overview 5
Describes how to access DIl COE Security Administration functionality and describes the main
Security Manager window features.
User Account, Group, and Profile M anagement 9
Explains how to create and delete accounts, create and delete groups, edit a particular user’s
groups, edit aparticular group’ s users, add and delete profiles, assign applicationsto profiles,
and assign profilesto users.
Text Editing 31
Explains how to cut, copy, and paste selected text from one field to another, as well as how to
delete selected text.
Account Scope 33
Explains how to choose whether a user account will be local, remote, or global.
Secman Password M anagement 35
Describes how to change the secnan password.
Profile M odification 37
Describes how to modify profilesto add and restrict access to functions within menus and
optionsusing theEdi t Profi | esicon.
Profile Configuration 41
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1.2 Referenced Documents
Reference the following documents for more information about the DIl COE:

C Defense Information Infrastructure (DI1) Common Operating Environment (COE)
Integration and Runtime Specification Version 2.0, DIl COE I&RTS:Rev 2.0,
Inter-National Research Institute (INRI), October 23, 1995

C Defense Information Infrastructure (DI1) Common Operating Environment (COE)
Version 3.0.1.0 Kernel Installation Guide (HP-UX 10.20), DI11.3010.HP1020.1G-1,
Inter-National Research Institute (INRI), April 14, 1997

C Defense Information Infrastructure (DI1) Common Operating Environment (COE)
Version 3.0.0.3 Kernel Installation Guide (Solaris 2.5.1), DI11.3003.S0I251.1G-2,
Inter-National Research Institute (INRI), April 7, 1997

C Defense Information Infrastructure (DI1) Common Operating Environment (COE)
Version 3.1 System Administrator’ s Guide(HP-UX 10.20 and Solaris 2.5.1),
DI1.31.HPSOL.AG-1, Inter-National Research Institute (INRI), April 14, 1997.
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2. Security Administration Login and Overview

To access DIl COE Security Administration functionality, you must enter the secman login name
and the secman password. Only user accounts that are assigned to profiles under the Security
Admin account group may run Security Manager. TheDI | COE Logi n screen (Figure 1) and the
DISA security screen appear any time a machine loaded with the HP-UX 10.20 or Solaris 2.5.1
Operating System and the DIl COE kernel is rebooted or any time a user logs out of the system at

the console.

DIl COE Login

Name:
Password:

Figure 1. DIl COE Login Screen

Follow the steps below to log in with asecman account and access DIl COE Security
Administration functionality.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

Login assecurity administrator. Type secman at the Name prompt inthe DI |
COE Logi n window (Figure 1) and press [RETURN].

Enter the secman password. Type the secman password at the Passwor d prompt
intheDl I COE Logi nwindow (Figure 1) and press [RETURN]. The Security
Administration software appears.

Accessthe Application Manager. Double-click on Appl i cati on Manager on
the Common Desktop Environment (CDE) panel. Refer to Section 5 of the DI
COE System Administrator’s Guide (HP-UX 10.20 and Solaris 2.5.1) for more
information about CDE.

Select the DI | _APPS folder. Double-click onthe Di | _APPS folder. The
Appl i cation Manager - DI I_APPS window appears.

Select the sSO _Def aul t folder. Double-click on the SSO Def aul t folder. The
Appl i cation Manager - SSO Def aul t window appears.

Select the Security Manager icon. Double-click onthe Security Manager
icon.
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STEP7: Enter thelogin password. If the workstation isa NIS+ client or server, the
ENTER A PASSWORDwindow appears (Figure 2) prompting for the login password
of the account to start Security Manager. Enter the password in the Passwor d

field and inthe veri f y field and then click on the oK button.

= EwemaFasmioRD |||

N

E
]

Figure2. ENTER A PASSWORD Window

Review theinformation in the SECURI TY MANAGERwindow. The SECURI TY
MANAGER window appears (Figure 3).

STEPS:

~| SECURITY MAWAGER [LOCALI
File Edit Option Help
Userid Hum  D-Grp Usernane Groups
Sk 60 1 System Admin System Account =
550 50 36 Security Admin System Accou
adn 4 4 Adnmin adn 1p syYs 1
bin 2 2 bin sYs
doenon 1 1 adm bin doenon
listen 37 4 Hetwork Admin
local2 1504 36 testing local sso acct admin
local3 1502 36 testing local new acct with admin
locald 1505 1 testing local new acct with admin
locals 1501 201 testing local acct using ne
1p 71 8 Line Printer Admin 1p
myuserid 1506 1 Description of myuserid. admn
newuser 1507 1 This is the newuser account COE adn neugrp
noaccess 60002 60002 Ho Access User
nobody 60001 60001 Hobody
nobodyd 65534 65534 Sun0S 4.x Hobody
nuucp 9 9 uucp Admin nuucp
root 0 1 Super-User admn bin daenon 1
secmnan 101 36 Security Admin USER Account
sntp 0 0 Hoil Doemon User
sys 3 3 sys
sysadmin 100 1 System Admin USER Account
testl 1500 1 testing local sa acct admin yuk
uucp 5 5 uucp Admin uucp
| ]

Figure 3. SECURITY MANAGER Window
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This SECURI TY MANAGERwindow displays alist of all user accounts. From this window, you can
create and edit user accounts, as well as view and maintain a list of user accounts in the system.
Thelist of user accounts includes default accounts and accounts added by the Security Manager
(or by any user assigned a Security Admin profile with permission to add accounts). Three default
user accounts are provided with the security application:

r oot —the privileged user account for the workstation
secman—the security administration user account

sysadm n—the system administration user account

NOTE: Only the password can be modified on these default accounts, which are protected
system files. These accounts cannot be deleted or edited any other way. Reference Section 6,
Secman Passaword Management, for information about modifying the secman password.

The SECURI TY MANAGERwindow has the following fields: User i d, Num D- G p, User nane, and
Groups. Thesefields are described below.

Userid User name.

Num User ID number assigned to the user by the system.

D-Gp Default account group number to which the user belongs; assigned by the
system.

Username  Name of the account.
G oups Groups to which the user belongs.

Local accounts are displayed by default, as indicated by the word [ LOCAL] that follows the words
SECURI TY MANAGERIN the title bar in Figure 3. When you first open the SECURI TY MANAGER
window, you must decide if you want to maintain local or global user accounts. If you need to
modify global accounts, use the opt i on pull-down menu and choose G obal Account s
(reference Section 5, Account Scope). The @ obal  Account s option isonly available if NIS or
NIS+ has been configured on your workstation. Refer to Section 6 of the DIl COE System
Administrator’s Guide (HP-UX 10.20 and Solaris 2.5.1) for information about configuring NIS
and NIS+.
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The SECURI TY MANAGERwindow has three pull-down menus: Fi | e, Edi t, and Opt i on. These
menus and their associated options are discussed in Section 3, User Account, Group, and Profile
Configuration, Section 4, Text Editing, and Section 5, Account Scope. Other security
management functions can be performed from other icons located in the Appl i cati on Manager
- SSO Def aul t window. These functions are discussed in Section 6, Secman Password
Management, Section 7, Profile Modification, and Section 8, Profile Configuration.

8 April 14, 1997
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3. User Account, Group, and Profile M anagement

A user account is established for each user. Each user, in turn, is assigned a combination of one or
more account groups and profiles. Y ou can perform user account, group, and profile management
by selecting optionsfromthe Fi | e pull-down menu in the SECURI TY MANAGERwindow

(Figure 3). These capahilities are described in the following subsections.

3.1 User Account Management
3.1.1 Creating a New User Account
Follow the steps below to establish a user account.

STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.

STEP2: Chooseto create a user account. Select the Cr eat e Account option from the
Fi | e pull-down menu. The SECURI TY MANAGER: Cr eat e Account window
appears (Figure 4). A system-assigned user number appears in the USER NUMVBER
field. Thisfield defaults to the next highest available number in the range
appropriate to the account scope.

SECURITY MAMAGER:Create Account CLOCALD

ENTER HEH ACCOUMT IHFORMATION

USER ID : nyuserid
USER MAME : |Description of myuserid..
USER NUMBER : |{1506
PASSHORD ******{
DEF PROFILE : |System Admin:Sha Default i
OPTIONAL GROUPS : |indm i
Ok Apply Cancel Help

Figure 4. SECURITY MANAGER:Create Account Window

STEP 3: Choose a user name. Enter auser namein the USER | Dfield. Thisfield isan
8-character alphanumeric field for the user login name.

STEP4: Createadescription for the user name. Enter a description of the user namein
the USER NAME field. This description must have 40 characters or less.

April 14, 1997 9
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STEPS:

STEP 6:

Choose a password. Enter a password in the PASSWORD field. The password must
have between 8 and 10 characters.

Select a default profile. Select a default profile for the user account in the DEF

PROFI LE field. If you click on the DEF PROFI LE toggle, the SECURI TY
MANAGER: DEF window appears (Figure 5).

SECURITY MAMAGER:DEF

Sanple Acct Grp:localprof3
Security Admin:SS0 Default

Security Admin:local?2

System Admin:S& Default

Security Admin:local?2

OK Apply Undo Cancel Help

Figure 5. SECURITY MANAGER:DEF Window

After initial system installation, the SECURI TY MANAGER: DEFwindow allows you
to select one of the following two default profiles:

C Security Admi n: SSO Def aul t
C System Adm n: SA Defaul t

TheSecurity Adm n: SSODef aul t profile provides access to all security
application menus and options. The Syst em Adni n: SA Def aul t profile provides
access to all system application menus and options.

Thiswindow also lists al account group profiles that have been installed or
created. Reference Section 3.3, Profile Management, for information about adding
profiles and assigning profiles to account groups.

Inthe SECURI TY MANAGER: DEF window, select a default profile for the user
account by highlighting it and click on the ok button to apply your changes and
exit the window. The SECURI TY MANAGER: Cr eat e Account window (Figure 4)
returns to the forefront.

10
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STEP7: Assign theuser to groups, if desired. Click on the OPTI ONAL GROUPStoggle if
you want to assign the new user account to one or more groups. The SECURI TY
MANAGER: OPTI ONAL window appears (Figure 6).

NOTE: You may chooseto leave the opti onal Groups field blank. Y ou can assign the user
to groups at alater time by selecting either the Edi t User’ s G oups optionor Edit G oup’s
User s option. Reference sections 3.2.4, Editing a User’s Groups, and 3.2.5, Editing a Group’s
Users, for more information.

SECURITY MANAGER:OPTIONAL

COE
adm

daemon

admin

0K Apply Undo Cancel Help

Figure6. SECURITY MANAGER:OPTIONAL Window

NOTE: The up and down arrows to the right of the oPTI ONAL GRouPs field do not work.

The SECURI TY MANAGER: OPTI ONAL window allows you to choose one or more
groups to which the new user will belong. Select a group by clicking on it to
highlight it and then click on the Appl y button to apply your changes. Continue to
select groups, if desired, by clicking on each one to highlight it and then clicking
on the Appl y button to apply your changes. When you have selected all the groups
to which the user will belong, click on the ok button to exit the window. The
SECURI TY MANAGER: Cr eat e Account window (Figure 4) returns to the forefront.

NOTE: Refer to subsections 3.2.4, Editing a User’s Groups, and 3.2.5, Editing a Group’s
Users, for information about adding additional groups.

April 14, 1997 11
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STEP8: Apply your changes. Click on the Appl y button to apply your changes and
remain in the window, or click on the o button to apply your changes and exit the
SECURI TY MANAGER: Cr eat e Account window. If you choose to click on the
Appl y button instead of the ok button, you can continue to create user accounts, if
desired, and apply your changes for each user account without exiting the window
until you are finished.

STEP9: Review your changesin the SECURI TY MANAGERwindow. The newly created
account now appearsin the SECURI TY MANAGERwindow (Figure 3).

3.1.2 Deleting a User Account
Follow the steps below to delete a user account.

STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.

STEP2: Select the account you want to delete. Highlight an account in the SECURI TY
MANAGER window (Figure 3) to select it.

STEP 3: Select theDel et e Account option. Select the Del et e Account option from the
Fi | e pull-down menu. The SECURI TY MANAGER: Del et e Account window
appears (Figure 7). The UsER 1 Dfield shows the name of the account to be
deleted; the USER NANE field shows the description of the account to be deleted.

SECURITY MAMAGER:Delete Account [LOCALI]

Delete User Account

USER ID : nmyuserid
USER HAHME : Description of nmyuserid.
Delete User Files
Yes Ho
0K Cancel Help

Figure 7. SECURITY MANAGER:Delete Account Window

12 April 14, 1997
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TheDel ete User Fil esfield defaultsto Yes. By deleting these files, you will
delete the home directory of the account and all files within it.

NOTE: If you want to preserve the account directory and files (by clicking on the No toggle in
theDel ete User Fil es field), make sure that you move the directory and filesto a safe

location out of the/ h/ USERS structure. If another account is created with the same login name
and scope, it will overwrite the existing directory with a blank user account directory structure.

STEP4: Chooseto delete user files. Click on the Yes toggleintheDel ete User Files
field to indicate that the account files should be deleted, or click on the No toggle if
you do not want to delete the account files.

STEP5: Apply your changes and close the window. Click on the ok button to apply the
changes and close the window.

WARNING: If you chose the Yes toggleintheDel ete User Fil es field and then click on
the oK button, the user account and all its associated files will be deleted with no further
confirmation.

STEP6: Review your changesin the SECUR TY MANAGERwindow. The deleted account
no longer appearsin the SECURI TY MANAGERwindow (Figure 3).

3.2 Group Management

It is usually easier to manage security if you organize users into groups and then assign
permissions to groups rather than to individual users. With this strategy, rather than assign
permissions to each user, you can assign permissions to a few groups and then add usersto the
appropriate group. When userslog inat thebi | COE Logi n window, they inherit the permissions
from any groups to which they belong. The G oups option has the following menu suboptions:
New, Change, Delete, Edit User’'s Groups andEdit Goup’s Users. These suboptions
are described in the following subsections.

April 14, 1997 13
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3.2.1 Creatinga Group

Follow the steps below to create a group.

STEP 1

STEP 2:

STEP 3:

STEP 4:

Open the SECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.

Choose to create a group. Select the Gr oups option, New option fromtheFi | e
pull-down menu. The SECURI TY MANAGER: Cr eat e Gr oupWindow appears
(Figure 8). A system-assigned group number appears in the NEW GROUP NUMBER
field.

SECURITY MAMAGER:Create Group [LOCALI]

ENTER HEW GROUP INFORMATION

HEH GROUP HAME : nyuserid
MEH GROUP HUMBER : |i1503
0K Apply Cancel Help

Figure 8. SECURITY MANAGER:Create Group Window

Choose a name for the group you want to create. Enter agroup name in the
NEW GROUP NAME field. The group name must have eight characters or less.

Apply your changes. Click on the Appl y button to apply your changes and
remain in the window, or click on the o button to apply your changes and exit the
SECURI TY MANAGER: Creat e Gr oupwindow. If you choose to click on the Appl y
button instead of the oK button, you can continue to create groups, if desired, and
apply your changes for each group without exiting the window until you are
finished.

14
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3.2.2 Changing a Group Name
Follow the steps below to change the name of a group.
STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.
STEP2: Chooseto change the name of a group. Select the Gr oups option, Change

option fromtheFi I e pull-down menu. The SECURI TY MANAGER: Change Group
window appears (Figure 9).

SECURITY MAMAGER ;Change Growp [LOCAL]

CHANGE GROUP HAME
CURRENT GROUP HAME : |imygroup &

HEH GROUP HAME : nygroup 1

0K Apply Cancel Help

Figure 9. SECURITY MANAGER:Change Group Window

April 14, 1997 15
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STEP 3:

STEP 4:

STEPS:

Select the appropriate group. Type the group name that you want to change in
the CURRENT GROUP NANEfield or use the toggle to select agroup. If you click on
the toggle, the SECURI TY MANAGER: CURRENT window appears (Figure 10). This
window lists al of the groups from which you can choose.

SECURITY MAMAGER:CURREMT
COE

admin
bin
daenon

adn

0K Apply Undo Cancel Help

Figure 10. SECURITY MANAGER:CURRENT Window

Select agroup by clicking on it to highlight it and then click on the oK button to
exit the window. The SECURI TY MANAGER: Change Gr oupWwindow (Figure 9)
returns to the forefront.

Choose a new name for the group. Enter the new name of the group in the NEwW
GROUP NAME field. The new name must be eight characters or less.

Apply your changes and exit the window. Click on the Appl y button to apply
your changes and remain in the window, or click on the ok button to apply your
changes and exit the SECURI TY MANAGER: Change G oupwindow. If you choose
to click on the Appl y button instead of the ok button, you can continue to change
group names, if desired, and apply your changes for each group without exiting the
window until you are finished.

16
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3.2.3 Deleting a Group
Follow the steps below to delete a group.
STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.
STEP 2. Chooseto delete a group. Select the Gr oups option, Del et e option from the

Fi | e pull-down menu. The SECURI TY MANAGER: Del et e Gr oupwindow appears
(Figure 11).

SECURITY MAMAGER:Delete Group [LOCAL]

REHOVE GROUP FROM SYSTEM

GROUP TO DELETE : |mygroup &

OK Apply Cancel Help

Figure 11. SECURITY MANAGER:Delete Group Window

April 14, 1997 17
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STEP 3:

STEP 4:

Choose the group you want to delete. Enter the name of the group that you want
to delete in the GRouP TO DELETEfield or use the toggle to select a group. If you
click on the toggle, the SECURI TY MANAGER: GROUPwindow appears (Figure 12).
Thiswindow lists all group names from which you can choose.

SECURITY MAMAGER :GROUP

deemon |
lp

mail

nygr oup

neugrp

daemnon

0K Apply Undo Cancel Help

Figure 12. SECURITY MANAGER:GROUP Window

Select a group by clicking on it to highlight it and then click on the oK button to
exit the window. The SECURI TY MANAGER: Del et e Gr oupwindow (Figure 11)
returns to the forefront.

Apply your changes and exit the window. Click on the Appl y button to apply
your changes and remain in the window, or click on the ok button to apply your
changes and exit the SECURI TY MANAGER: Del et e Gr oupwindow. If you choose
to click on the Appl y button instead of the ok button, you can continue to delete
groups, if desired, and apply your changes for each group without exiting the
window until you are finished.

18
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3.2.4 Editing a User’s Groups

Follow the steps below to edit the groups to which a particular user account belongs.

STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.

STEP 2:

Choose to edit a user’s groups. Select the Gr oups option, Edit User’s Groups

option fromtheFi I e pull-down menu. The SECURI TY MANAGER: Edit By User
window appears (Figure 13).

SECURITY MAMAGER:;Edit By User

Assign groups to the selected user

User Hame : Eﬁgu5erid i
Assigned Groups Advailable Groups
adnin COE
bin adn
daenon Ip
nmail
mygroup
0K Apply Cancel Help

Figure 13. SECURITY MANAGER:Edit By User Window

April 14, 1997 19
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STEP 3:

STEP 4:

STEPS:

STEP 6:

Choose the user name that you want to edit. Enter auser name inthe User
Narre field or use the toggle to select a user name. If you click on the toggle, the
SECURI TY MANAGER: User window appears (Figure 14). Thiswindow lists all user
account names.

SECURITY MAMAGER:Uszer
Users

locals

lp
nyuserid

noaccess

Selection

‘neuuser

0K Apply Undo Cancel Help

Figure 14. SECURITY MANAGER:User Window

Select a user account by clicking on it to highlight it and then click on the ok
button to exit the window. The SECURI TY MANAGER: Edit by User window
(Figure 13) returnsto the forefront.

Assign the user account to one or more groups, if desired. After you select a
user account name, the assigned groups for that user account appear in the

Assi gned Groups column and the available groups for that user account appear in
the Avai | abl e Groups column. Assign the user account to one or more groups, if
desired, by highlighting the groupsin the Avai | abl e Gr oups column. The group
names now appear in the Assi gned G oups column.

Remove the user account from one or more groups, if desired. Remove the
user account from one or more groups, if desired, by highlighting the groupsin the
Assi gned Groups column. The group names now appear in the Avai | abl e

Gr oups column.

Apply your changes. Click on the Appl y button to apply your changes and
remain in the window, or click on the ok button to apply your changes and exit the
SECURI TY MANAGER: Edit by User window. If you choose to click on the Appl y
button instead of the oK button, you can continue to edit users groups, if desired,
and apply your changes for each user account without exiting the window until
you are finished.
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STEP7: Review your changesin the SECUR TY MANAGERwindow. The changes appear in
the SECURI TY MANAGERwindow (Figure 3).

3.25 Editinga Group’sUsers
Follow the steps below to edit the user accounts that belong to a particular group.
STEP1: OpentheSECURI TY MANAGERwWindow. Open the SECURI TY MANAGERwindow
(Figure 3), as described in Section 2, Security Administration Login and
Overview.
STEP 2. Chooseto edit agroup’susers. Select the Gr oups option, Edit Group’s Users

option fromtheFi I e pull-down menu. The SECURI TY MANAGER: Edit By G oup
window appears (Figure 15).

SECURITY MAMAGER:Edit By Group

Assign users to the selected group

-~

Group Hame : | mygroup F
Users in group Advailable Users
Sh 12345678
550 COE
adn
bin
daenon
0K Apply Cancel Help

Figure 15. SECURITY MANAGER:Edit By Group Window
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STEP 3:

STEP 4:

STEPS:

STEP 6:

Choose a group name. Enter agroup name in the Gr oup Narre field or use the
toggle to select agroup name. If you click on the toggle, the SECURI TY
MANAGER: Gr oup Window appears (Figure 16). This window lists al group names.

SECURITY MAMAGER:Group
Groups
COE
adm
admin
bin
daemnon

Selection

0K Apply Undo Cancel Help

Figure 16. SECURITY MANAGER:Group Window

Select a group by clicking on it to highlight it and then click on the oK button to
exit the window. The SECURI TY MANAGER: Edit by G oupwindow (Figure 15)
returns to the forefront.

Assign one or more user accountsto the group, if desired. After you select a
group, the assigned user accounts for that group appear inthe Users in group
column, and the available user accounts for that group appear in the Avai | abl e
User s column. Assign one or more user accounts to the group, if desired, by
highlighting them in the Avai | abl e User s column. The user accounts now appear
intheUsers in groupcolumn

Remove one or more user accounts from the group, if desired. Remove one or
more user accounts from the group, if desired, by highlighting the user accountsin
theUsers in group column. The user accounts now appear inthe Avai | abl e
User s column.

Apply your changes and exit the window. Click on the Appl y button to apply
your changes and remain in the window, or click on the ok button to apply your
changes and exit the SECURI TY MANAGER: Edit by G oupwindow. If you choose
to click onthe Appl y button instead of the ok button, you can continue to edit
usersthat belong to various groups, if desired, and apply your changes for each
group without exiting the window until you are finished.
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STEP7: Review your changesin the SECURI TY MANAGERwindow. The changes will
appear in the SECURI TY MANAGERwindow (Figure 3).

3.3 Profile M anagement

Profiles are assigned to each user account. Security Manager maintains the user profile database.
A profile defines access to functions within the menus and options of the assigned account group.
The system has two default profiles:

C SSO Defaul t

C SA Default.

The SSO Def aul t profile provides access to all security application menus and options. The
SA Def aul t profile provides access to all system administration menus and options. Additional
profiles aso can be added by the Security Manager. Once created and defined, profiles can be
modified to add and restrict access to functions within menus and options. Reference Section 7,
Profile Modification, for information about modifying existing profiles,

To access profile management functionality, select the Pr of i | es option from theFi | e pull-down
menu. The SECURI TY MANAGER: Profil e Manager window appears (Figure 17).

SECURITY MAMAGER:Profile Manager [LOCALI

File Profile Help

Account Group Profile Hame

Sanple Acct Grp localprof3

Security admin S50 Default

Security Admin local2

System Adnin S& Default

System Adnin localprofl

System Adnin nyprofile

Figure 17. SECURITY MANAGER:Profile Manager Window

The SECURI TY MANAGER: Profi |l e Manager window has two pull-down menus: Fi | e and
Profile. TheFil e pull-down menu has the following option: Cl ose. The Pr of i | e menu has
the following options: Add Profile, Mdify Name, Delete, Assign Applicationsand
Assign to Users.

NOTE: Themdify Nane function does not work.
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3.3.1 Adding aProfile
Follow the steps below to add a profile.

STEP1: OpentheSECURI TY MANAGER: Profile Manager window. Open the SECURI TY
MANAGER: Prof i | e Manager window (Figure 17), as described in Section 3.3,
Profile Management.

STEP2: Chooseto createa profile. Select the Add Profi | e option fromtheProfil e
pull-down menu. The SECURI TY MANAGER: Cr eat e Profi | ewindow appears
(Figure 18).

SECURITY MAMAGER:Create Profile CLOCALI]

EHTER HEW PROFILE THFORMATIOH

PROFILE HAHE : nyprofilg
ACCOUNT GROUP : Systen Admin i
0K Apply Cancel Help

Figure 18. SECURITY MANAGER:Cresate Profile Window

STEP 3: Choose a profile name. Enter a profile name in the PROFI LE NAME field. The
profile name can have up to 40 characters.
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STEP4: Select an account group. Select an account group by clicking on the ACCOUNT
GROUP toggle. The SECURI TY MANAGER: ACCOUNT window appears (Figure 19).
Thiswindow lists the System Admin account group, the Security Admin account
group, and any other account groups from which you can choose.

SECURTTY MAMAGER:ACCOUMT

System Adnin

Security Admin
Sample fAcct Grp

System Adnin

0K hpply Undo Cancel Help

Figure 19. SECURITY MANAGER:ACCOUNT Window

Select an account group by clicking on it to highlight it and then click on the ok
button to exit the window. The SECURI TY MANAGER: Cr eat e Prof i | ewindow
(Figure 18) returnsto the forefront.

STEP5: Apply and view your changes. Click on the Appl y button to apply your changes
and remain in the window, or click on the ok button to apply your changes and exit
the SECURI TY MANAGER: Creat e Profi | ewindow. If you choose to click on the
Appl y button instead of the ok button, you can continue to add profiles, if desired,
and apply your changes for each profile without exiting the window.
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3.3.2 Deleting a Profile
Follow the steps below to delete a profile.
STEP 1. Open the SECURI TY MANAGER: Profil e Manager window. Open the SECURI TY
MANAGER: Prof i | e Manager window (Figure 17), as described in Section 3.3,

Profile Management.

STEP2: Select the profile you want to delete. Highlight a profile in the SECURI TY
MANAGER: Prof i | e Manager window (Figure 17).

STEP 3: Chooseto deletethe profile. Select the Del et e option fromthe Profi | e
pull-down menu. The SECURI TY MANAGER: Del et e Rol e War ni ng window

appears (Figure 20).
SECURITY MAMAGER:Delete Role Warning
? Delete System Adnin nyprofile ?
0K Cancel Help

Figure 20. SECURITY MANAGER:Delete Role Warning Window

STEP 4: Deletethe profile. Click on the ok button to delete the profile, or click on the
Cancel button to cancel the deletion. The changes appear in the SECURI TY
MANAGER: Prof i | e Manager window (Figure 17).

3.3.3 Assigning Applicationsto Profiles

Follow the steps below to assign applications to profiles. Applications assigned to a profile will
appear asiconsinthe Appl i cati on Manager window inside the profile's folder.

NOTE: To assign application menu itemsto a profile, usethe Edi t Profi | es icon. Reference
Section 7, Profile Modification, for information about assigning application menu items to
profiles.

STEP 1. Open the SECURI TY MANAGER: Profil e Manager window. Open the SECURI TY
MANAGER: Prof i | e Manager window (Figure 17), as described in Section 3.3,
Profile Management.
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STEP 2:

Choose to assign applicationsto a profile. Select the Assi gn Appl i cati ons

option fromthe Pr of i | e pull-down menu. The SECURI TY MANAGER: Assi gn
Applications to Profileswindow appears (Figure 21).

SECURITY MAMAGER:Az=zign Applications to Profiles [LOCAL]

Assign opplicotions to selected profile

Profile Home : |System Admin:myprofile

hssigned dpplications

DTterm

Adm Tool
Disk Hanoger Create Action
Text Edit Segment Installer
iTerm
0K Apply Cancel Help

Figure 21. SECURITY MANAGER:Assign Applications to Profiles Window

STEP 3:

Available applications

Select the appropriate profile. Usethe Prof i | e Nane toggle to select a profile

nameintheProfil e Nanefield. The SECURI TY MANAGER: Prof i | e window
appears (Figure 22). Thiswindow lists all profile names from which you can

choose.

SECURITY MAMAGER:Profile
Profiles

Sonple Acct Grp:localprof3
Security Admin:S5S0 Default
Security admin:locol?2
System Admin:SA Default
System Admin:localprofl

Selection

0K Apply Undo Cancel Help

Figure 22. SECURITY MANAGER:Profile Window
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